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Red Hat Enterprise (RHEL) System Roles

RHEL System Roles & Ansible B fMEHMNE S, RIEBTE —BMIETE
@, AR BE1t Red Hat Enterprise Linux B2 {E R,

> EMN Linux RtA R LRFEEMRER
» A% Red Hat B2 & EES

KL Ansible S5 %1 RPM BRI K 5 8%
> H RedHat Rt EZIR. #MMEN



R4 |] LLER S System Roles

Al {& RPM £ LI R TE Automation Hub EEF
& Automation Hub Hlig
> 31 ansible-galaxy &8

# ansible-galaxy collection install redhat.rhel_system_roles

> REFBABAFEA redhat.rhel_system_roles.<role_name>"

1t RPM Ef-ZE

» yum install rhel-system-roles



AN{al B {# FARHEL System Roles

1. BUARHEL
2. HEEH

[ sudo yum install ansible rhel-system-roles

3. &—T README.md

[/usr/share/doc/rhel—system—roles/ <role_name>/README.md

4. EERIK-> ZEEE -> 5|FRoles

5. ITHIA


http://readme.md

ad_integration
certificate
cockpit
crypto_policies
firewall
ha_cluster
kdump

kernel_settings

logging

RHEL System Roles |

|
RHEL System Roles (as of 8.6/9.1) Ansible Playbooks
metrics > timesync :-r;osts: all
. - role: rhel-system-roles.subsystem
nbde client > tlog
ndbe server > vpn \_/l/;

network
podman
postfix
selinux
ssh[d]

storage

RHEL System Roles




simple DHCP

- hosts: rhell0®
vars:
# network_provider: initscripts # or nm
network_connections:
— name: Private_Mgmt
type: ethernet
interface_name: eno0
autoconnect: yes
ip:
dhcp4: yes
autoé6: no
roles:
- role: rhel-system-roles.network



simple STATIC

- hosts: rhell0®
vars:
network _connections:
— name: Pub_Web
type: ethernet
autoconnect: yes
ip:
auto6: no
route _metricé6: -1
gateway6: 2001:db8::1
address:
- 192.168.99.99/24
- 2001:db8::80/7
roles:
- role: rhel-system-roles.network



- hosts: rhell0®
vars:
#ntp_implementation: ntp # or chrony
ntp_servers:
- hostname: O.rhel.pool.ntp.org
iburst: true
— hostname: foo.example.org
pool: true
minpoll: 6
maxpoll: 10
iburst: no
ptp_domains:
— interfaces: [ ethO ]
roles:
— role: rhel-system-roles.timesync

TimeSync



- hosts: rhell0
vars:

# Enable SELinux. Yes, do it, else Dan Walsh cries.
SELinux_type: targeted

SELinux_mode: enforcing

SELinux_change_running: 1

SELinux_booleans:
— { name: 'samba_enable_home_dirs', state: 'on' }
— { name: 'ssh_sysadm_login', state: 'on', persistent:

roles:
— role: rhel-system-roles.selinux

yes

)

SELinux
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- hosts: rhell0

vars:
core_collector: "makedumpfile -1 --message-level 2 -d 31
path: /var/crash
system_action: reboot # reboot | halt | poweroff shell

roles:
— role: rhel-system-roles.kdump

—-C

kdump
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{# FA Ansible Roles #1 Ansible Content Collections, B LL
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System Role Documentation

» RPM installation
roles_directory: /usr/share/ansible/roles

The roles directory is not added to the Ansible roles_path in

/etc/ansible/ansible.cfg automatically.
» Documentation: /usr/share/doc/rhel-system-roles

https://access.redhat.com/documentation/en-us/red hat enterpris

e linux/8/html/administration and configuration tasks using syste

m roles in rhel/index

Source:

https://cloud.redhat.com/ansible/automation-hub/repo/published/redhat/rhel system roles/docs

https:/www.redhat.com/sysadmin/ansible-system-role



https://cloud.redhat.com/ansible/automation-hub/repo/published/redhat/rhel_system_roles/docs
https://www.redhat.com/sysadmin/ansible-system-role
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/administration_and_configuration_tasks_using_system_roles_in_rhel/index
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/administration_and_configuration_tasks_using_system_roles_in_rhel/index
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/administration_and_configuration_tasks_using_system_roles_in_rhel/index

Demo : {# fH System Roles 5% %€ [ M

https:/www.redhat.com/en/interactive-labs/configure-firewalls-red-hat-enterprise-lin

ux-system-roles

Z 8% system roles

BRRUERIR, LIAFFMERERZEIRE 80 £#Y httpd ARFE,
FRUE S E R,

R EHEREIR 0999 B TCP 38R B FE 18 12345,

il B 3 A 4 B KA AR B FiBIRT B 2


https://www.redhat.com/en/interactive-labs/configure-firewalls-red-hat-enterprise-linux-system-roles
https://www.redhat.com/en/interactive-labs/configure-firewalls-red-hat-enterprise-linux-system-roles

Demo : {# FH System Roles E1E1E 4 (E £IR18

https:/www.redhat.com/en/interactive-labs/build-standard-operating-environment-s

ystem-roles

Z 8% system roles

BERAILER,

258 System Roles fIEX ER B EEM,
{#F System Roles Bt B 1B #T RIFEE o
HIEBRTE,


https://www.redhat.com/en/interactive-labs/build-standard-operating-environment-system-roles
https://www.redhat.com/en/interactive-labs/build-standard-operating-environment-system-roles

RHEL System Roles = Bh{E 24

> BEpEE-—-EHH

FEiBAnsble T A #ITHE EBILEE, BRS S MARBRTREL, B ASRFHS,
> REARE
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> EIEHOERA

REEEFMRE, ITERTHENETRESEENIA, 55 AN REMEE,

> NEXHEARERE

BERRABEMFMREADME, BRIHZIES K. SFRAEME, BAfERed HatE A EHEHT, RIEZEHEIEE,
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Why the Red Hat Ansible Automation Platform?

A1 g Ansible Automation Platform?

G PN i AR IR
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Why Red Hat Ansible Automation Platform?

TEERAIIT & WF, Bebs

HELHLEE

% BLE (A SR e

g H B

, FTUAZ AT A4 2 B AR T 58 T

Do this...
R HE B i & Bl JE A 2 g A FREZ AT ZAaBAH
On these...

v

Firewalls
Servers

Y

Load balancers

Clouds

@,

\J
Applications

Storage

@O

v

Containers

Network devices

©

v

Virtualization platforms




Why the Red Hat Ansible Automation Platform?

130+

certified platforms

22
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What makes up an Ansible playbook?

e Plays Modules

eeeee

Plugins



Create

- name:
hosts: web
become: yes

tasks:
- name:
yum:
name: httpd
state: latest

- name:
template:
src: files/index.html
dest: /var/www/html/

- name:
service:
name: httpd
state: started

Ansible playbooks

& RedHat

Ansible Automation
Platform
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Operate

A playbook run

Where it all starts

> A playbook is interpreted and run against one or
multiple hosts - task by task. The order of the

tasks defines the execution.

» |n each task, the module does the actual work.

Views

Dashboard
Jobs.
Schedules
Activity Stream

Workflow Approvals

Resources

Templates

Credentials

Projects

Inventories

Hosts.

Access

Organizations
Users

Teams

Administration

Jobs > AWS - ec2 enforce owner tag

Output

«BacktoJobs  Details  Output

A 0O e -~ & colin v

" AWS - ec2 enforce owner tag Plays 1 Tasks 4 Hosts 1 Elapsed 000019 o % m
Stdout Q
~ - a ¥

0

1 PLAY [this Ansible Playbook will terminate un-tagged instances] skiokiioiclimiook  23:30:18

2

3 TASK [grab info for un-tagged instances] 23:30:18

4 ok: [localhost]

5

6 TASK [set the untagged to a var] 23:30:21

7 ok: [localhost]

8

9 TASK [diplay AWS missing tag results] 23:30:21

10 ok: [localhost] => {

11 "msg": "There are @ AWS instances with no tags on region us-east-1\n\nAWS instance_id Launch_Date

Name\n"

a2 }

13

14 TASK [turn off (state stopped) every un-tagged running instance in a region.] sk  23:30:21
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Operate

Workflows

Combine automation to create

something bigger

» Workflows enable the creation of powerful holistic

automation, chaining together multiple pieces of

automation and events.

» Simple logic inside these workflows can trigger

automation depending on the success or failure

of previous steps.

Jobs > AWS - ec2 enforce owner tag workflow

Output

4 Back to Jobs Details Output

= AWS - ec2 enforce owner tag workflow

A0 6 -

%" TotalNodes 5

& colin +

0 ¥/
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Red Hat Ansible Platform technical deck: Operate

Dashboards

Understand what is going on

happening, the nodes connected, what works

Operate

Overview of the actual cluster, the jobs

and fails right at this moment.

RedHat

Automation Analytics

AAAAAAAAA

Automation Hub.

sssssss

wwwwwww

Overview across clusters, better insight into use

cases of automation; insight into adoption of

automation per organization.

& RedHat
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Consume

Role-based access control

How to manage access

> Role-based access control system:

Users can be grouped in teams, and roles

can be assigned to the teams.

> Rights to edit or use can be assigned

across all objects.

> All backed by enterprise authentication if needed.

Views Invent tories >
Access

Servicel Now

Dashboard

Jobs

“
Schedules Back to Invent tories

Activity Stream Username v

Workflow Approvals

Username
Resources
admil
Templates
Credentials
jay
andriusb
olin
brandt

Firstname 1

Ajay

Andrius

Colin

Craig

Chenampara

Benokraitis

McNaughton

Brandt

oooooo

1-50f9 «

Roles

User Roles System Administrator
User Roles  system Administrator
User Roles  System Administrator
User Roles  System Administrator
User Roles  system Administrator

1-50f 9items v 1 0 of2pages

> »
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Consume

Approval

Govern access

> Approval processes allow a human interaction to

the automation, to add governance like human

level administration.

» Both available at the operational level on the

Automation controller Ul as well as in the service

catalog level.

Request 227

Red Hat Middleware EAP
Server in Production

Production Tower
Requester

cataloguseracmebeta
redhat

Order Parameters:

Request transcript

> 1. Production Support Completed

v 2. Finance Approvers Completed

8 days ago
® Started by system

8 days ago
¥ Notified by system

8 days ago
#® Comment from approverfinancebeta redhat
not happy with this request, please check out

days ago
Approved by approverfinancebeta
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& RedHat
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Platform



Ansible Automation Platform

Using workflows to enhance your automation

WORKFLOW VISUALIZER | Operational State Workflow

Check Operational State

W Backup Configs

Deploy Configuration

Update SOT

Restore Config

CLOSE

Red Hat

Ansible Automation

Platform
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Ansible

v

B8){bEE—EiE
FEiBAnsble T A #ITHE EBILEE, BRS S MARBRTREL, B ASRFHS,
> REARE
AHACHERBEERRE ARLENREN, DTRET LIRS, BERS, BESEREBOMHE,
> EIEHOERA
REEEFMRE, ITERTHENETRESEENIA, 55 AN REMEE,

> NEXHEARERE

BERRABEMFMREADME, BRIHZIES K. SFRAEME, BAfERed HatE A EHEHT, RIEZEHEIEE,

32
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Security-Enhanced Linux (Selinux)

iz, v
4 bl




XREE

7
Tf\

on

o %FA SELinux, fEF#& Bob ¥R B ikl A S BF IR, AILIERHE b NRIHEIR,
Bob thAIgEE R B ExFITEETHIA, FRMEZZIIKE,

user rwx -> B &%
group rwx ->
other rwx ->

e AT SELinux, EMeILLAFERAEIEEFIUZFI,
o FHMFILIEIE{FEREAER B SKPEITHRIA,

36
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1 EE 2 SELinux

e SELinux 2—f& Linux #Z DT &M, IREIEFIIES T BRI,
o BKE SELinux IRl BUERBEHERE. ARFAMAE,
o BURTER
n FREHABRKNEIE
n AGEEBNEFEIRE
n EEEEENFIGE
o A [EHJSELinux 2=
o &%l (Enforcing):Fedora. CentOS., RHEL BIFEERIER
o TP (Permissive): LEFEFHITHIEIME, ARIEH TR, BMMNREREEK,
o {5H (Disabled): L5 ENMEB AR EEEX T 2K,
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Subject

(eQ: a process)

Security-Enhanced Linux (Selinux)

Action

Request

SEELNS——y SELinux _ Permission
(eq: read) Security Granted ?

Server

q

%

SELinux AVC:

Policy Denied
Database Message
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What is SELinux

1% SELinux Bt 518 B &Rk T F2 F ProcessEl % i & R system resource 2 I E &h:

ALLOW apache process apache log:FILE READ;

ft&F Apache IRFEFER BB E HEIEEMRER

SELinux BEELUEERMMNIERBER X ARTF

$ Lls -Z /etc/passwd

system u:object r:passwd file t:sO /etc/passwd
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SELinux 85

sestatus

getenforce

setenforce 1# 1 means enforcing mode, O means permissive

semodule -I

semanage boolean -

getsebool <entry from semanage file>

setsebool <entry from semanage file> on // if selinux is turned off for the entry
/etc/selinux/config 2l SELinux R AR REEITEER IR I, B E /K AR (WIFARAS 1 permissive X
Bt enforcing), BUGEEEEN ERMEF 4K



LL]

SELinux B TAEIRE

SELinux 2—ER A, REGMETEF ol LIFFIHLEREZE., B SHRFLEEER
B B, B EEIRHA SELinux E TX, —EEBEHETLESR
FTXRBKRARAREREFEEUUFIEE. BHESEREMNATE
SELinux EHA LI TH{E LT3

o User@MA&E, roleAt, typefE!, sensitivity BUXE

unconfined u:object_r:httpd _sys_content _t:sO /var/www/html/file2

SELinux User Role Type Level File



Apache
httpd_t

v

Jvar/www/html
httpd_sys_content_t

42

Type Context

MariaDB
mysqld_t

v

/data/mysql
mysqld_db_t
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Image mode for RHEL

EL B R AR FBeE 1
A 2 BRI

ERFARBIRE R BEE

o FRMFEESFEFTRMNIE, EEMERME
o CHIGAFNEREE IR FERE

o EREXAXERE

o EAATEMENAR BRI LURKTAEEHR

o ATRAFAZENER

o RIR. BHIFLEITH 2 HRIIEIE

o AEHFEE vs. AIEMNIHE

o RIRIFE. IRAEH|

o REFBRWR!




Image mode for RHEL
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Image mode for RHEL

RHEL Image Mode {2 1&E R /4B
¥% RHEL MIBa ATHAEE R BB BES

SN

App AP pdares S AP | pdates App
Red Hat Red Hat
Enterprise Linux Enterprise Linux UBI
Package mode Image mode Application
* container

& RedHat



Image mode for RHEL

M AR ERZECFBF

/\ RHEL BIimage Modeffi{# Rzl 2 — 2 AEH/EK
hZE. RENEEFRRAMNBERE —BMA

K. IRTE, e[ LME HEERAERNMERNIENTI

Image

VeI S R, TR Bk 03 o 82
Red Hat Enterprise Linux :%ﬁ* I:I EE ; o)
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RIERAE TR
JEE =N s i O s

Package mode Image mode

Build Image builder Container tools
Update Packages (dnf) Images (bootc)
Distribute rpm repository Container registry
Change Run time Build time
Manage Red Hat Insights, Satellite, Ansible
Deploy Bare metal, VM, cloud, edge
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Image mode for Red Hat Enterprise Linux

Vo xlamll =] =]

&l &R o

Containerfile

<> | -----

Container
image

Convert to
disk image
A

O

o0

Container
registry

r

Pul%i =

Virtualization
hosts




Image mode for RHEL

Image mode for RHEL

Rt BN RRRE TERIE

rhell0/rhel-bootc:latest

[software]
[dependencies]

[application]
[configuration files]

[config scripts]

50

&% Build

£ bootc BRI ARIFERE A EEEMEER
i EE R, FERREXMBIENE), FIRAGHEAENESRT
B R KER(pipelines) R 2 31 1B 85,

HB3& Deploy

CRERAERES/ EiNiER, BBRHEL REEXE
R EEE, EEFERAbootc ERAEZHBHR LEEHR
AE

<o

& Manage

B AR GitOps #1 Cl/CD T RIEMRT, BBEHRS
EERENFN B Bk %, 3iFEiBRed Hat Insights. Satellite
1 Ansible 1T R,

& RedHat
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Image mode for RHEL

reqgistry.redhat.io/rhellO/rhel-bootc:10.0
¢ 9.6 #110.0 R E SR AR & RHEL bootc BR{&

Image Specs:

e ~465rpms

e ~690M compressed
e ~1.5Gondisk

Primary contents:
systemd, kernel, bootc
rpm-ostree’
linux-firmware
NetworkManager
podman

python

Misc CLI tools: jq, sos

No cloud-init or virt agents

& RedHat

Documentation



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/using_rhel_image_mode_to_build_deploy_and_manage_operating_systems/
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Image mode for RHEL

Bootc: Image-based updates perfected

Immutable by default - secure by design

Ed

|
|
Registry :
l
|
|
|
|
|
|
Data
Container
image
|
|
|
A < ---

Data

X ZNEH (A— B model)
Bootc { F composefs 1 ostree # A SRR EEHR A T HE
HIIRIE =R

F#k Roll forward or iB ik backwards
BAEES=EE I ERMEFNEIRER, X5EEXE
BIE, LURHEESNBIRIE,

FikiERINULFEE
Bt SATETE —LEfR ], 1B bootc XIETE RHEL FIRZERRA (9.5
— 96)MIEE{RAK (9.6 - 10.0) 2 TIH#E,
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Image mode for RHEL

Filesystem Layout

Similar to previous ostree setups - but better!!

e {5
— Y& Z R =AY e.g. /ust, Jetc, /opt, ...

_ /dev/vda4 xfs 6.7G /sysroot
ﬁﬁﬂ# composefs overlay e /
a o i O AR B Y 555 jt /dev/vda3 xfs 816M /boot
A RERENTEHEMER /dev/vda2 vfat 494M  /boot/ef
/var - B8R, EFEFALL,. REERLAEFH

Jetc - EBE, #81l RHEL CoreOS MI=MR & #f,
#ﬁ%ﬁ%zl:imﬂk,u(ﬂﬁz%ﬁ FREE IP)




Image mode for RHEL
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%D)JDE%%%EEJJET 1
2. EITHRFERAKEE
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IHERRIAMERTE
AEAE BT
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@ikl

ERRE BB E
BHRERREE

Use Cases Blog

o

BERMRIRIH
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Demo : RHEL Image mode

https:/www.redhat.com/en/introduction-to-image-mode-for-red-hat-enterprise-linu

x-interactive-lab
£ Containerfile %8 Image il E{EHE 2.
B —EQCOW2E R, IEHEIs AR =,

21T Image mode

Tk


https://www.redhat.com/en/introduction-to-image-mode-for-red-hat-enterprise-linux-interactive-lab
https://www.redhat.com/en/introduction-to-image-mode-for-red-hat-enterprise-linux-interactive-lab

BRAESHAR
RHEL Al

Ato Lin | MEZEE
Senior Solution Architect

Red Hat
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Source:

What is Al Inference?, Jan 2025, Red Hat
Al Inference Market Size, Share & Trends, Feb 2025, Markets and Markets

Amazon Found Every 100ms of Latency Cost them 1% in Sales, July 2023, Gigaspaces

BHFEER

*ET*D%‘%EE ETT
RTEHAKIFRER, A& Al

2:0piWal

> BRRE(E A AR B Bhnd Al B2k

sTEIRIEEE


https://www.redhat.com/en/topics/ai/what-is-ai-inference
https://www.marketsandmarkets.com/Market-Reports/ai-inference-market-189921964.html?utm_source=chatgpt.com
https://www.gigaspaces.com/blog/amazon-found-every-100ms-of-latency-cost-them-1-in-sales?utm_source=chatgpt.com

Overview of Red Hat Enterprise Linux Al

& RedHat

Enterprise Linux Al
BRI 5

MEREBRES | JEFIES T 2 E R R KRR
S (LLM),

58

Red Hat Enterprise Linux Al #:3 {7 iR 25

BALRE E PR HER, DIAIE PR, 5 B A R RO 2

, WA IR AL RO

InstructLab ﬁ@%}‘@IE

AR , SRR TR, R RIR LM ShAEIERE AT A
g

Granite F AR

BRVRIZHERD LLM, R4 Apache-2.0 15 H,
BE N E EE e E .

Al R AR RS R

LRI AT U BMER S TR

Granite B8R InstructLab T B 376124 7] B EIA) RHEL M4
, 81¥E Pytorch/runtimesFHfE 2L (NVIDIA. Intel #1 AMD)

& RedHat
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Models

Granite {8 !

—RIIGR. 238, ESETEMN AIER RS ZE AR

Open

£ apache 2.0 ¥ Al TR M A] 7£
watsonx.ai. Hugging Face f1H & L
A,

Trusted

HE R AR RER B 2 E1ER
BRETIG HRIRE T EE EEN
RIEEX IR,

Performant

SHEE/N. BEREHEE, RAEEM
R REBE8IMERE,

Cost-effective
IR R ER AR (R
EERAR,

EREIAIE 205, ;55 . FEFES, K,
&8 Granite Guardian BEERZ BB LT £,
= EHh FE e E11E

‘ RedHat



Tuning

InstructlLab vs I

LR R 875 5%

RAG

Retrieval Augmented Generation

Q

B UESER AR A R AR B S 2R 18
Gen Al ZREE XK, 125 EEEIfE
ROEREMEFDIRE

InstructLab

Large-scale Alignment for chatBots

FMADEEEENARENERRENS
BeS B R AR 2R R AR FHR B 24 e

Fine tuning

Fine Tuning

O
o

HERNEEBREHAERNFER,
RETEEFIRAARSEEEM
FER B AEFIERE 1%

60

|
InstructLab 1R E ZRFIRMER E# 7 RAG (RAFT pattern)
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Tuning
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InstructLAB CLI

InstructLab =

InstructLab
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ilab model download

ilab data generate
ilab model train
ilab serve

ilab chat
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Recipe Catalog

Tools Frameworks Languages

all all all
A Dashboard

Al APPS Natural Language Processing

Al S5 B EC 73 F0 A~ [ 28 A = e S _—

S Running This recipe provides a blueprint for This recipe provides a blueprint for This recipe guides into creating custom
developers to create their own Al-powered developers to create their own Al-powered LLM-powered summarization applications
MODELS chat applications using Streamlit. chat applications with the pydantic using Streamlit
framework using Streamlit

AR Catalog

REEFLLMEB S EEATER o

(2 More detal

A

.js RAG Chatbot
This application illustrates how to integrate
RAG (Retrieval Augmented Generation) into
LLM applications written in Node.js enabling

#& {ig Ba i v LLERZ I L AIFE R 2 1 s T

AR Recipes Catalog Summary  Models
= Runnin,
<l Function calling
This recipes guides into multiple function
calling use cases, showing the ability to

=het — | B Catalo Chat Application Al App Details stroeturs duta and chain raiinls taska
TE R R D comam - i
i i icati 2 More

This recipe helps developers start building their own custom LLM enabled chat applications. It Start Al App

MODE!

® Playgrounds consists of two main components: the Model Service and the Al Application.

There are a few options today for local Model Serving, but this recipe will use Model

_/ \ E ﬁ I ii I o and their OpenAl compatible Model Service. There is a Containerfile provided that can be used to
TheBloke/Mistral-7B-Instruct-v0.1-GGUF
j: ' R build this Model Service within the repo, )

The Al Application will connect to the Model Service via its OpenAl compatible API. The recipe relies This is the

on python package to simplify communication with the Model Service and uses

Kubernetes/OpenShift

O containers/ai-lab-recipes

Try the Chat Application

The includes this recipe among others. To try it out, open

Recipes Catalog' ->Chatbot and follow the instructions to start the application.

Build the Application

The rest of this document will explain how to build and run the application from the terminal, and will

ao into areater detail on how each container in the Pod above is built. run. and what burpose it
Docker Compatibility @ microshift A Minikube &
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Overview of Red Hat Enterprise Linux Al
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‘ Red Hat

Inference Server OpenShift Al
BEREHE. BT AL mmERERE
<ANVIDIA AMD1 intel Hardware acceleration aws IEH Google
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* NVIDIA GPUs fully supported in Red Hat Al. AMD Instruct $ Intel Gaudi in Preview, AWS Inferentia/Neuron, Google TPU, IBM AlU are on our roadmap
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Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning support,

training, and consulting services make Red Hat a trusted
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